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PersiaMeHT aHTUBUPYCHOM 3alIUTHI
B MKOYKIIN «1KK-1»

|. O0mue mos10KeHUs

1. Lenbio co3manusi cucTeMbl aHTHBHPYCHOM 3aIIMTHI ABISETCS O0ecleyeHre 3aluIIeHHOCTH
WH(OPMAMOHHO-KOMMYHHUKAIMOHHON cucTembl (nanee - MKC) or Bo3melcTBUS pazaudHOTO poja
BPEIOHOCHBIX MPOrPaMM M HECAHKLMOHHMPOBAHHBIX MaCCOBBIX ITOUYTOBBIX PACCHUIOK, MPEJOTBPALLIEHUS
WX BHEIPCHUS B MH()OPMAIMOHHBIE CHCTEMBI, BBIABICHUS M 0€30MaCHOrO yAajJcHHS W3 CHUCTEM B
cilydae TomnajJilaHus, a Takxke (uiabTpanuu noctymna nonb3oBarencii MKOYKIIN «/IKK-1» (manee -
[IIkomna) K HEMPOIYKTUBHBIM VHTEpHET-pecypcaM U KOHTPOJIA UX IJIEKTPOHHOM MEPEruCKH.

2. OcHoBomnojararomuMu TpeOOBAHUSMH K CHCTEME€ AaHTUBHpPYCHOW 3amuThl [lIkoms
SIBJISIIOTCS:

- pelleHue 3a/Jaydl aHTHBUPYCHOW 3alIMTHI JIOJDKHO OCYIIECTBISTHCS B o0meM Bujae. CpeiacTBo
3aIIMTHI HE JIOJDKHO OKa3bIBaTh MPOTHUBOACHCTBUE TOJHKO KOHKPETHOMY BHPYCY WJIH TPYIIIE BUPYCOB,
MPOTUBOJICHCTBUE JIOJDKHO OKa3bIBATHCS B MPEAINOJIOKEHUAX, YTO BHPYC MOXET ObITh 3aHECEH Ha
KOMITBIOTED M O BUpyce (0 €ro CTpPyKType (B YaCTHOCTH, CHTHAType) M BO3MOXHBIX IEHCTBHUAX)
HUYEro HeN3BECTHO;

- peleHure 3a1aqu aHTUBUPYCHON 3aIIUTHI JOHKHO OCYIIECTBISATHCS B pEaIbHOM BPEMEHHU.

3. MeponpusiTus, HanpaBlieHHbIEC HAa pElIeHUE 3a/1a4 110 aHTUBUPYCHOM 3alIuTe:

- YCTAaHOBKAa TOJBKO JIUIIEH3UPOBAHHOTO TIPOTPAaMMHOr0 oOecredeHuss Jubo OecnaaTHOTO
AHTUBHUPYCHOTO MPOTPAMMHOT0 00eCTIeueH s ;

- perynsipHoe 0OHOBIIEHHE U €KCHEENbHbIE MPO(PUIAKTHIECKHE TPOBEPKH;

- HEIPEphIBHBII KOHTPOJIb 332 BCEMU BO3MOXHBIMU ITyTSIMU IIPOHUKHOBEHUS BPEJOHOCHBIX IIPOrpamM,
MOHMTOPUHT  AaHTUBUPYCHOW Oe30macHOCTM M  OOHapyXeHHe JAEeCTPYKTMBHOM  aKTHBHOCTH
BPEIOHOCHBIX IIporpaMM Ha Bcex o0bekTax MKC;

- PeryJsipHBIM aHalIM3, PaH)KUPOBAaHUE M NPENOTBPALICHHE YI'PO3 PAaCHPOCTPAHEHHUS U BO3AEHCTBUS
BPEAOHOCHBIX NPOrpaMM IIyT€M BBIABICHMs ys3BumocTedl ucnonb3dyemoro B MKC onepannoHHOr 0
[IPOrPaMMHOTO OO0ECIIEYEHHUs] M CETEBbIX YCTPOWCTB M YCTpaHEHHs OOHapy>KEHHBIX Ae(EKTOB B
COOTBETCTBHUM C JAHHBIMH IIOCTABIIMKA IPOTPAMMHOr0 00ECII€UEHHUS U APYTUX CIELUAIU3UPOBAHHBIX
9KCIIEPTHBIX AHTUBUPYCHBIX CIIYKO;

- IpOBEACHHE NPOPUIAKTUYECKUX MEPONPHUATHH IO NMPEIOTBPAIICHUIO U OIPAHUYEHUIO BHUPYCHBIX
SNUAEMUHN, BKIIOYAIOLUMX 3arpy3Ky M pa3BepThIBAHWE CIEHUANbHBIX MPaBWI HEUTpanu3aluu
(oTpaskeHUI0, M30JSLIMM U JUKBHIALMM) BPEIOHOCHBIX IIPOIPaMM Ha OCHOBE PEKOMEHJALUil 110
KOHTPOJIIO aTaK, MOArOTaBIMBACMbIX Pa3pabOTYNKOM CPEACTB 3aILUTHl OT BPEIOHOCHBIX IIPOIPaMM U
IPYTMMHU CIIELUANU3UPOBAHHBIMU HKCHEPTHBIMM AHTHUBUPYCHBIMHM CIyX0aMH [0 TOro, Kak OynyT
BBINYILICHBI (ailbl HCTIpaBiIeHNH, IPU3HAKOB U aHTUBUPYCHBIX CUTHATYD;

- IPOBEIEHUE PErYIIPHBIX IPOBEPOK LETOCTHOCTH KPUTHUECKH BaXKHBIX IIPOIPaAMM U JaHHBIX.

- HaJIW4yue JUIIHUX (AHIoB M CIEJOB HECAaHKIMOHWPOBAHHOI'O BHECEHHUS M3MEHEHHH JOIDKHO OBITH
3aperucTpUpPOBaHO B JKypHaje M pPaccieloBaHO: BHEIIHME HOCHUTENM HH(GOPMAIUMM HEU3BECTHOTO
MIPOUCXOXKACHUS CIEeLyET IPOBEPATh HA HAJMYUE BUPYCOB 10 UX MCIIOIb30BAHMS;

- HEOOXOAMMO CTPOTO MPUIEPKUBATHCSA YCTAHOBJICHHBIX MPOLEAYP MO YBEAOMICHHIO O CIIydasx
MOpaXeHHsI aBTOMAaTU3UPOBaHHON MH(POPMALIMOHHON Cpebl KOMIBIOTEPHBIMU BUPYCAMHU M IIPUHSATHIO
Mep IO JINKBUAALUH ITOCIEICTBUN OT UX IPOHUKHOBEHUS;

- cieoyeT UMeTh IUIaHbl obecrieueHus: OecniepeboiiHoN paborbl LIkonsl st ciyyaeB BUPYCHOTO
3apakeHHs, B TOM YHCJIE TIaHBI PE3EPBHOIO KOIMMPOBAHUS BCEX HEOOXOANMBIX JTaHHBIX U MPOTPAMM U
UX BOCCTaHOBIEHHUS. OTH Mepbl OCOOEHHO BaKHBI U1 CETEeBBIX (DaiJIOBBIX CEPBEPOB,
MOAJEPKUBAIOLIMX OOJIbIIOE KOJTMYECTBO pa0OUYNX CTAHLIUH.

1. TexHosorH4YecKne HHCTPYKIUHA
1. Jupexrop IlIkosbl Ha3HAYAET JIUIIO, OTBETCTBEHHOE 32 AaHTHBUPYCHYIO 3aIUTY.

2. B Illkone MOXKET HCIIOIb30BAaTHCS TOJBKO JIUIICH3MOHHOE AHTUBUPYCHOC IIPOTPaMMHOC
obecreueHue 1M00 CBO60,Z[HO'paCHp0CTpaH$IeMOC MNporpaMMHOC obecrieueHue.



3. OOs3aTeNnbHOMY aHTHBHPYCHOMY KOHTPOJIO MOAJEKHT Jto0as mHOpMauus (TEKCTOBBIC
¢daiinel  moObIX  QopmaroB, Qailnbl  JaHHBIX, HCHONHSIeMble (aiabpl, TOYTOBBIE COOOIICHU),
noylydaemas M IepefaBaemasi 10 TEJICKOMMYHHKAI[MOHHBIM KaHajlaM CBSI3M, a Takke HH(popmanus,
HaxojsIasca Ha cheMHbIX HocuTensix (CDROM, DVD, flash-naxonurensix u T.1.).

4. Koutponp ucxonsmie MHPOpMauH HEOOXOAWMO MPOBOAUTH HEMOCPEACTBEHHO Iepes
apXUBUPOBAHUEM M OTIPABKOMH (3aMMChI0 HA CHEMHBIH HOCUTENB ).

5. @aiinel, MOMeIIaeMble B OJJIGKTPOHHBIM apXuB, MAOJDKHBI B 00SI3aTENIBHOM IOPSIKE
MPOXOIUTH AHTUBUPYCHBIA KOHTPOJb.

I1l. TpeGoBaHusi K MPOBEAEHUIO0 MEPONPHUATHIA 0 AHTUBUPYCHOH 3alUTe

1. B Havasme paboThl TpW 3arpy3ke KOMIIbIOTEpAa B aBTOMATHYECKOM PEXKHUME OJKHO
BBITIONTHSATHCSI OOHOBJIGHUE aHTUBUPYCHBIX 0a3 M CEPBEPOB.

2. Ilepuoguyeckre MPOBEPKU IIEKTPOHHBIX apXHUBOB JOJKHBI IPOBOJUTHCSA HE pEXe OIHOTO
pasza B HeJelnio, JaHHBIe, PAclOJIOKEHHbIe Ha PabouMX CTaHIMIX IMMOJb30BaTeNell - €XKeIHEBHO, B
HOYHOE BpeMs 10 pacICaHHIO.

3. BHeodepenHON aHTUBUPYCHBIH KOHTPOJIb BCeX JUCKOB W (aliioB TMepCOHAIHLHOTO
KOMITBIOTEPA JOJKEH BBITTOIHATHCSA:

4. HemocpenctBeHHO TOCl€ YCTaHOBKM (M3MEHEHHS) TMPOrpaMMHOIO oOecredeHus
KOMIIBIOTEpa JIOJKHA OBITh BBIMOJHEHAa AHTHUBHUPYCHAs INPOBEpPKa Ha CepBepax MU MEpPCOHAIBHBIX
KOMITBIOTEpaxX MIKOJBI.

5. Ilpy BO3HWKHOBEHMH NOJO3PEHHUS HA HAIMYWE KOMIBIOTEPHOTO BHpyca (HETHITHUYHAS
pabota mporpaMm, MosiBjicHHe rpa@uuecKuX U 3BYKOBBIX 3PP EKTOB, HCKaXKCHUM JTaHHBIX, MPONaIaHue
(aiinoB, yacToe MOsSBICHHE COOOIIEHUH O CHCTEMHBIX OMMOKAX | T.I1.).

6. [Ipu ormpaBke ¥ MONYYECHUU DJIEKTPOHHOH MOYTHI ONEPATOp JIEKTPOHHOW MOUYTHI 00s3aH
MIPOBEPHUTH IIEKTPOHHBIE MMIChMA M MX BIIOKEHHS HA HAIMYHE BUPYCOB.

7. B cnyuae oOHapyXeHHS 3apa)KeHHBIX BHpycaMu (aHIOB WM DJIEKTPOHHBIX ITHCEM
10JIb30BaTEIN 00S3aHBbI:

- [IpmocTaHOBHUTE paboTy.

- HemenneHHO NMOCTaBUTH B M3BECTHOCTh O (hakTe OOHAPYKEHHUS 3apaKCHHBIX BUpPYcoM (aiiioB
OTBETCTBEHHOT0O 3a O0ecleueHUe aHTHUBUPYCHOHM 3allUThl (B Clyyae €ro OTCYTCTBHUS - AMPEKTOpA)
[Ikomnel.

- CoBMECTHO C BIAIENbIEM 3apa)K€HHBIX BUPYCcOM (DailIoB MPOBECTH aHAIN3 HEOOXOIUMOCTH
JaJIbHENIIET0 UX HCIONb30BAHMUS.

- [IpoBecTu JeueHue WM YHUUTOXKEHHUE 3apaKCHHbBIX (HaiiIoB.

V. OTBeTCTBEHHOCTDH

1. OTBETCTBEHHOCTh 3a OPraHU3aLMI0 AHTUBUPYCHOM 3alMTHl BO3JIaraercs Ha TUPEKTOpPa
[IKonBI MK AULIO, UM Ha3HaYEHHOE.

2. OTBETCTBEHHOCTb 3a IPOBEIECHUE MEPOIPHUATHH aHTUBHpPYcHOro koHTposns B Ilkone
BO3JIaraeTcsi Ha OTBETCTBEHHOrO 3a OOecIeuyeHHEe aHTUBUPYCHOW 3aIUMTHI, COONIOAECHUE TPeOOBaHUM
Hactosimedl MHceTpykuum mnpu paboTe Ha NEpPCOHANbHBIX pabdO4YMX CTaHLUAX BO3Jaraercs Ha
[10JIb30BaTEIeH JaHHBIX CTAHLUI MIIM Tefarora, OTBEYAIOIIEro 3a paboTy KOMIIBIOTEPHOTO Kiacca.

3. Ilepmommyecknii KOHTPOJIb COCTOSHHS aHTHUBUpYCHOW 3ammrthl B lllkome mo Bompocam
perimaMeHTanMuM JAOCTyna K uWH(popMmamuu B cetn VHTepHeT nBa pasza B roj (HOAOph, ampenb) u
¢ukcupyercs B XypHane npoBepoK aHTUBUPYCHOM 3aILUTHI B LIKOJIE.



